Ngay 14/6/2022, Microsoft da phat hanh danh sach ban va thang 6 v6i1 55 16 hong
bao mat trong cac san pham cua minh. Ban phat hanh thang nay dac biét dang chi y cac
16 hong bao mat sau:

Céc 16 hong bao mat c6 mirc anh hudng nghiém trong:

- L5 hong bao mat CVE-2022-30190 (hay con goi 1a Follina) trong Windows
Microsoft Support Diagnotic Tool (MSDT) cho phép d6i tuong tan cong thuc thi ma tiy
¥. Miéc du, c6 diém CVSS: 7.8 (Cao) nhung ma khai thac cua 16 hong nay da dugc cong
bo rong rﬁ@ trén Intg:me‘g, dac bi¢t dang dugc cdc nhom té}n cong khai thac triét de. Cég
Co quan, to ch}'l’c qcén tién hanh cép r}hat ban va hoac tri~én }(hai cac bién phap han ché
ngay khi c6 thé dé tranh nguy co bi tan cong thong qua 16 hong nay.

S& Thong tin va Truyép thong da canh bao vé 15 hong Follina tai vin ban sb
1336/STTTT-TTCNTT&TT vé viéc 10 hong bao mat CVE-2022-30190 trong Microsoft
Support Diagnostic Tool ban hanh ngay 03/6/2022.

- L héng bao mat CVE-2022-30136 trong Windows Network File System cho
phép doi tugng tan cong khong can xac thuc co6 thé thyc thi ma tir xa.

Céc 16 hong bao mat c6 mirc anh huong cao:

- L hong bao mat CVE-2022-30163 trong Windows Hyper-V cho phép doi
tuong tan cong thuc thi ma tur xa.

- L hong bao mat CVE-2022-30139 trong Windows Lightweight Directory
Access Protocol (LDAP) cho phép doi tugng tan cong thuc thi ma tir xa.

- 02 16 hong bao mat CVE-2022-30157, CVE-2022-30158 trong Microsoft
SharePoint Server cho phép doi tugng tan cong thuc thi ma tir xa.

- Lo hong bao mat CVE-2022-30165 trong Windows Kerberos cho phep
dbitwong tan cong thuc hién tin cong nang cao dic quyén.

- L& hong bao mat CVE-2022-30173 Microsoft Excel cho phép ddi tugng tan
cong thuc thi ma tur xa.

- L hong bio mat CVE-2022-30174 trong Microsoft Office cho phép dditugng
tan cong thuc thi ma tu xa.

Nham dam bao an toan thong tin cho hé thdng thong tin cua Quy co quan, don vi,
gop phan bao dam an toan cho khong gian mang Viét Nam, S¢ Théng tin va Truyén
thong dé nghi Quy co quan, don vi thyc hién cac néi dung sau:

1. Kiém tra, ra soat, xac dinh mdy st dung hé diéu hanh Wlndows c6 kha nang
bi anh hudng. Thuc hién cap nhét ban va kip thoi dé tranh nguy co bi tin cong (tham
khao thong tin tai phu luc kem theo).



Phu luc

Théng tin vé cac 15 hf)ng biao mit trong san pham Microsoft
(Kem theo Cong van 56 1463 [STTTT-TTCNTT&TT ngay 16 /6/2022

1. Théong tin cc 16 hong bao mat

ciia 86 Théng tin va Truyén thong)

STT

CVE

Mo ta

Link tham khao

CVE-2022-30190
(Follina)

- Piém CVSS: 7.8 (Cao) -
L5 hong trong Windows
Microsoft Support
Diagnotic
(MSDT)cho phép dbi
tuong tan cong thuc thi ma
tuy y.

- Anh huéng: Windows
7/8.1/10, Windows Server
2008/2012/2016.

Tool

https: //msrc. micro
soft.com/update-
guide/en-
US/vulnerability/CVE-
2022-30190

Vin ban s6 786/CATTT-

NCSC vé viéc 16 hong
bao mat CVE-2022-
30190 trong Microsoft
Support Diagnostic

Tool phat hanh ngay
01/6/2022.

CVE-2022-30136

-Piém  CVSS: 9.8
(Nghiém trong)

-Ld trong  Windows
Network File System cho
phép ddi tuong tin cong
khéng can xac thuc co thé
thuc thi ma tir xa.

-Anh hudng: Windows
Server 2012/2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-30136

CVE-2022-30163

- Diém CVSS: 8.5 (Cao)
-L5 hong trong Windows
Hyper-V cho phép ddi
tugng tan cong thyuc thi ma
tur xa.

- Anh hudng: Windows
8.1/10/11, Windows

Server 2008/2012/2016.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-30163
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CVE-2022-30139

- Piém CVSS:7.5 (cao)
-L5 hong trong Windows
Lightweight  Directory
Access Protocol (LDAP)
cho phép dbi tuong tin
cong thuc thi ma tir xa.

- Anh huéng: Windows 10,
\Windows Server
2016/2019/2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE
-2022-30139

CVE-2022-30157
CVE-2022-30158

- Diém,CVsS 8.8 (Cao)

- L5 hong trong Microsoft
SharePoint Server cho phép
d6i tuong tan cong thuc thi
ma tir xa.

https: //msrc. micro soft.
com/update-
guide/vulnerability/CV
E-2022-30157CVE-
2022-30158 - Security

- Anh huong: SharePoint

Update Guide -

Server 2019, SharePoint

Microsoft - Microsoft

Enterprise Server 2016.

SharePoint Server

CVE-2022-30165

- biém CVSS: 8.8 (Cao)
- Lo hong trong Windows
Kerberos cho phép doi

CVE-2022-30165 -

tuong tan cong thuc hi¢n

Security Update Guide -
Microsoft - Windows

tan cong nang cao dac

Kerberos Elevation of

Privilege Vulnerability

quyén.

-Anh huoéng: Windows
10/11, Windows Server
2016/2022.

CVE-2022-30173

- DiémCVSS: 7.8 (Cao)

CVE-2022-30173 -

-Ld hong trong Microsoft
Excel cho phép doi tugng

Security Update Guide -
Microsoft - Microsoft

tan cong thuc thi ma tir xa.

Excel Remote Code

- Anh huéng: Excel
2013/2016.

Execution Vulnerability

CVE-2022-30174

- Biém CVSS: 7.4 (Cao)
- Lo hong trong Microsoft

CVE-2022-30174 -

Office cho phép dbi tuong
tan cong thuc thi ma tur xa.

Security Update Guide -
Microsoft - Microsoft

-Anh huong: Microsoft

Office Remote Code

365 Apps, Microsoft Office

LTSC 2021.

Execution Vulnerability

2. Hwéng din khic phuc

Bién phép tot nhit dé khéc phuc 1a cap nhat ban va cho cac 16 hong bao
mat noi trén theo hudng dan cia hang. Quy don vi tham khao céc ban cap nhat
phu hop cho céac san pham dang st dung tai link nguon tham khao tai muc 1 cua
phu luc.
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3. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/releaseNote/2022-Jun

https: //www.zerodayinitiative.com/blog/2022/6/14/the-| une-2022- security-
update-review



https://msrc.microsoft.com/update-guide/releaseNote/2022-Jun
https://www.zerodayinitiative.com/blog/2022/6/14/the-june-2022-security-update-review
https://www.zerodayinitiative.com/blog/2022/6/14/the-june-2022-security-update-review
https://www.zerodayinitiative.com/blog/2022/6/14/the-june-2022-security-update-review

